Install ShakeCast V3 using Amazon Web Services (AWS)

ShakeCast V3 is shipped primarily as a pre-packaged system image targeting selected Linux
operating systems. Among tested distributions, CentOS (open-source equivalent of the
RedHat Enterprise Linux) is the default operating system (OS) made available. With the
ready-to-use ShakeCast V3 system image, prospective users can evaluate the software
without excessive IT commitment in order to determine the use case that will satisfy their
needs for post-earthquake response.

Amazon Web Services (AWS) offers a one-year, free-tier elastic compute cloud product
(EC2) which is suitable for the ShakeCast program, also freely available. We custom build a
private ShakeCast system image using Amazon EC2 to streamline the delivery. Users can
launch their own ShakeCast system as a “micro” instance on Amazon EC2 without incurring
charges during the evaluation period of up to one year.

The instructions below describe the steps to install a ShakeCast V3 system on AWS using
Amazon EC2.

Signup for an Amazon Web Services (AWS) account

0 You must have an AWS account to
check out the ShakeCast system
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Once you have your AWS account set

up, send a request to shakecast-
help@usgs.gov to access the ShakeCast private
system image (AMI). Make sure to include the
AWS account number in the email request for
us to share the ShakeCast AMI with your AWS
account. You will be using this account to
launch your own instance of the ShakeCast
system.

Access to ShakeCast AMI

The ShakeCast AMI should appear under the
EC2 Dashboard as soon as you receive
confirmation email from the ShakeCast team.

To verify access to the ShakeCast AM],

Select EC2 Dashboard from AWS Service
Console.

Select AMIs under the Images tab and
e use the filter Private Images. Contact
ShakeCast team if the ShakeCast AMI is not
shown in the image list.

(Note: Make sure the Region in the top right
is set to N. Virginia in order to see the
private image)
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Getting Started

See our documentation to
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Create ShakeCast Security Group

We begin the ShakeCast installation process
by creating a custom security policy
permitting only ShakeCast-specific traffic
over the Internet, SSH, HTTP, and HTTPS.
Select Security Groups link under Network
Security left-hand navigation list. Click the
Create Security Group button to create the
ShakeCast Security Group.

This step should be evaluated by an IT

Administrator before using for a
production system. For development
purposes, allowing SSH, HTTP, and HTTPS
will suffice. For development purposes
create a custom security policy permitting
only ShakeCast-specific traffic over the

Internet, SSH, HTTP, and HTTPS. Click on the

Learn more option on this page to
understand how Security Groups work.
Select Create a new security group.

Select the newly created ShakeCast

Security Group. Click the Inbound tab
to add security rules. This will allow
customization of the security groups
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Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to
reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance. add rules that allow
unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more
about Amazon EC2 security groups.

Assign a security group:  © Create a new security group

© Select an existing security group @

Security Group ID Name Description Actions.
sg-ef20958a default default VPC security group Copy to new
sg-ag0181cd ShakeCast Test ShakeCast required security gro. Copy to new i
Type (i) Protocol (i) Port Range (i) source (i) il
SSH TCP 22 0.0.0.0/0 L
HTTP TCP 80 0.0.0.0/0
HTTPS TCP 443 0.0.0.0/0 -
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Create SSH Key Pairs

SSH key pairs are used to remotely log into the ShakeCast system to gain system-level

access in order to perform tasks not available from the web user interface. Tasks include
both ShakeCast and system related work and access to the system is likely required at
some point during the operation. Since the ShakeCast system image does not include a

graphical user interface for system level access, operations can only be performed from the

command line and are reserved primarily for IT administrators and expert ShakeCast

Uusers.

Select Key Pairs link under

Network Security left-hand
navigation list. Click the Create Key Pair
button to create an SSH key pair for
accessing the ShakeCast system from the
command line.

Download and save the private key for
later use. The created key pair will be
displayed in the key pair list window.

Launch your own ShakeCast instance

Select the ShakeCast AMI from the

AMI image window and click the
Launch button to launch a new ShakeCast
instance.
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Select T1 Micro as the Instance Type. .
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1.Choose AMI  2.ChooseInstance Type 3. Configure Instance 4. Add Storage 5. Taglnstance 6. Configure Security Group

Sfeb 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run -
applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the
appropriate mix of resources for your applications. Lear more about instance types and how they can meet your computing needs.

F|” in instance details and tagS for User'related Filter by: | All instances v Current generation v Show/Hide Columns
Currently selected: t1.micro (up to 2 ECUs, 1 vCPUs, 0.613 GIB memory, EBS only)

information if applicable.
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Cancel Previous Next: Configure Instance Details
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Fill in instance details and tags for user- Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take -
relate d lnfO rm atl 0 n lf appll Cable advantage of the lower pricing, assign an access management role to the instance, and more
Number of instances (i 1
Purchasing option  (j [CRequest Spot Instances 1
Network vpc-da9156bf (172.31.0.0/16) (default) [=]| C | create newvrc
subnet (i No preference (default subnet in any Availability Zoi[+] Create new subnet
Public IP [9 Automatically assign a public IP address to your instances
IAM role (i None =

Shutdown behavior

Stop =

[OProtect against accidental termination Z
Cancel | Previous (TWEVELETENLENE  Next: Add Storage
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storage. Select Next: Tag Instance.
Stieip 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to
your instance, or edit the setfings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance
store volumes. Learn more about storage options in Amazon EC2.
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@ Fill in instance details and tags

for user-related information if
applicable. Select Next: Configure
Security Group.

This step should be evaluated by

an IT Administrator before using
for a production system. For
development purposes, allowing SSH,
HTTP, and HTTPS will suffice. For
development purposes create a custom
security policy permitting only
ShakeCast-specific traffic over the
Internet, SSH, HTTP, and HTTPS. Click on
the Learn more option on this page to
understand how Security Groups work.
Select Create a new security group.

Select the security group policy we
created earlier as the firewall
setup for your ShakeCast instance.
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Sfeb 5: Tag Instance

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more
about tagging your Amazon EC2 resources

Key (127 characters maximum) Value (255 characters maximum)
Name I o
Create Tag | (Up o 10 tags maximum

cancel | Previous  [[RCUCUELCTEWIIN  Next: Configure Security Group
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Step 6: Configure Security Group

A security group s a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to
reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow
unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more
about Amazon EC2 security groups.

Assign a security group:  © Create a new security group
© Select an existing security group

Security Group ID Name Description Actions
sg-ef20058a defaut default VPC security group Copy to new
¥ sg-ag0181cd ShakeCast Test ShakeCast required security gro. Copy to new i
Type (i Protocol (i Port Range (i Source (i

ssH TCP 22 0.0.0.0/0
HTTP TCP 80 0.0.0.0/0
HTTPS TCcP 443 0.0.0.0/0
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Review the setup of your instance.
Click the Launch button to launch
your ShakeCast instance.

To abort the launch at any step during
setup, select the Cancel checkbox.
Repeat Step 8-14 to launch another new
instance.

Select the key pair we created

earlier for accessing your
ShakeCast instance. Select the checkbox
for acknowledgement for access to the
private key file.

If the launch fails it is due to not

accepting the terms. Copy and paste
the URL in a browser.
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1.Choose AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group
Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your -

instance and complete the launch process.

A Improve your instance's security. Your security group, ShakeCast Test, is open to the world.

Your instance may be accessible from any IP address. We recommend that you update your security group rules to allow access
from known IP addresses only.

You can also open additional ports in your security group to faciltate access to the application or service you're running, e.g..
HTTP (80) for web servers. Edit security groups

v AMI Details Edit AMI
a ShakeCast V3 - 4 - ami-f1717e98

Root Device Type: ebs  Virtualization type: paravirtual

v Instance Type Edit instance typ:

Instance Ecus  vcpus  Memory Instance Storage EBS-Optimized Network
Tuoe (GiB) (GB Available Performance
cancer  previeus
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Select an existing key pair or create a new key pair X

Ackey pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMs, the private key file allows you to
securely SSH into your instance.

Choose an existing key pair

select a key pair
ShakeCast_test

I acknowledge that | have access to the selected private key file (ShakeCast_test pem), and
N Without this file, | won't be able to log into my instance.

[ELLNEN Launch Instances

1 EC2 Management Consol. x

Services v

Launch Status

Launch Failed

In order to use this AWS Marketplace product you need to accept terms and subscribe. To do so please visit
Inttp://aws.amazon.com/marketplace/pp?sku=455dbx2t2monoxeymztiouce

Hide launch log

Initiating launch Failure Retry

Cancel | Back to Review Screen [ILELTEITUREETY
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@ Select Continue. Next, select Accept Terms & Launch with 1-Click. Close the
screen with the green checkbox. You are now subscribed to the CentOS product.

«
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Amazon Web Senices Home

Your Account | Help | Sell on AWS Marketplace

B3 o voursotare

CentOS 6.4 (i386) - Release Media :

Sold by: CentOS org

Sign in or Create a new account

Shop AllCategores | scarch AWS Markelpa

B, Cent()S s s the Oficial CentOS 6.4 386 image that has been buit ith a minima prfle. The image contains just enough packages to

%) e fun within AWS, bring up an SSH Senver and allow users to login. Please note that this image is bult against the release time
package set for 6.4 (this includes only the packages that were included in the DVD) and does not include any of the security
updates released since then_ Note: CentOS org highly recommends using the CentOS 6 i386 with Updates product available in
AWS Marketplace. Only user who fully understand the security implications of using this product . Read more

AWS Marketplace: CentO' X
€ 2 C 8 httpsy

Customer Rating ***** [ (§ Customer Reviews) You il have an opportuniy o
review: your order before
leuncing or being charo

34-bfe7-4940-a246-c1d8864a9d18&ref_=dtl |7y q] 9 %,ﬁ]
Latest Version 6.4 -2013-03-09

Amazon Web Senices Home m
\gﬁwsmarketplace Base Operating System  LinuxUnix, CentOS 6.4
- et s (S out) Your Account | Help | Sellon AWS Marketplsce
Delivery Method  32-bit Amazon Machine Image (AMI) (Leam more)
‘Shop Al Gategories ~ h A\ m 3] Your Software

Support  See details below
Launch on EC2:

CentOS 6.4 (i386) - Release Media

AWS Services Required

Highlights

Amazon EC2, Amazon EBS

= Al offical CentOS Linux images are buit with SELINUX set
to enforcing mode. However, we test the images with both

Free Tier Eligible
EC2 charges for Micro instances are free for up to 750 hours a
month if you qualfy for the AWS Free Tier. See detais.

Hourly Fees

= Selinux enabled as viell 35 permissive
1-Click Launch

Review, modify, and launch

Launch with EC2 Console
Info for EC2 Console or 4PI Launches

Total hourly fees will vary by instance type and EC2 region

= This image is built to allow remate ssh login only as oot £C2Instance Type Software EC2 Total

1psb t.micro) S000M  S002he  S0.02hr

Click "Accept Terms & Launch with 1-Click” to launch this software T |
with the settings below tot terms ag icense
Agreement (€ULA) T and your e of s services is subect o the
AWS Customer Agreement

Once you accept the terms, you will have access to launch any version of this software in
any supported region. For future launches, you can retun to this page or launch directly
from the EC2 console. € > C |8 hty

& AWS Marketplace: Your Sc X

//aws.amazon.

18keyPairName=ShakeCast_testéstatus 77| gy § &y &

» Monthly Estimate $14.40
Standard Micro instance
Assumes 26 use over 30 days

» Version
6.4-2013-03-09, released 06/18/2013

WS hourly usage fees apply when the instance is unning. These fees will appear on your monthly bill.
» Region If Free Tier eligible @ $0.00
US East (Virginia)

Pricing Details Thank you! An instance of this software will be deployed on EC2 soon after your

v EC2Instance Type subscription completes.

For region US East (Virginia)

Standard Micro (1 micro) 2] Memory 61318

‘Standard Small (m1.small) cPU Upto 2EC2 Compute Unis (for Free Tier Eligible = jliingston91@yahoo.com will receive an email shortly to confirm your subscription.
‘Standard edium (m1 medium) shortperiodic ursts) EC2 charges for Micro instances are free for up to 750 hours a = Once you are subscribed. an instance of this sofware wil be deployed on EC2
Hinh-CPU) Medim (¢1 mectium) Storage " e i pwie e >

= The software vill be ready in 2-3 minutes.

Usage Instructions
SSH to the instance and login as oot using the key specified at launch. Adiitional information may be found at

http:/wiki centos. org/Cloud/AWS T
Software Installation Details

Product  CentOS 6.4 (i386) - Release lledia

Version 6.4 -2013-03-09, released 06[18/2013

Region  US East (Virginia)

EC2 Instance Type  Standard Micro (t1 micro)

Instance ID  Visit the AWS Management Console ™ to see the instance 1D,

VPC  vpc-dag1s6bf

Congratulations! You just
successfully launched your first
ShakeCast instance.

I EC2 Management Consol x {_§

Services v
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Launch Status

For details on Amazon EC2, refer to AWS E

&/ Yourinstance is now launching

The following instance launch has been initiated: i-4164b911  View launch log

documentation at

Q Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed $0.0 (in other words, when you
have exceeded the free usage tier).

https://aws.amazon.com/documentation/

How to connect to your instance N

Your instance is launching, and it may take a few minutes until it is in the running state, when it will be ready for you to use. Usage hours on
your new instance will start immediately and continue to accrue until you stop or terminate your instance.

Click View Instances to monitor your instance’s status. Once your instance is in the running state, you can connect to it from the Instances
screen. Find out how to connect to your instance

v Here are some helpful resources to get you started

« How to connect to your Linux instance « Amazon EC2: User Guide
« Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum
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Access the ShakeCast Web Interface

Select the ShakeCast instance
from Instances window.

The public domain information of the
selected instance will be displayed in the
status window beneath the instances
window.

Copy the ShakeCast domain and

open the URL using another
browser window. Use the default
username and password pair of
“scadmin” to log into the system.

@ “scadmin” is the default

administrator account for the
ShakeCast system and has full access
privileges. Append /html to the end of
the public dns name for access using the
browser.
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Access the ShakeCast operating system
using key pair

« C' | @ https://console.aws.amazon.com/ec2/v2/home?reg

£C2 Dasnboara 3 m
Connect Actions v/
« & o % e

Select the ShakeCast instance reneovoices || 8 EETe ws om0 mawn. s
from Instances window. Select e

Connect from the Actions pull-down

menu. e —————_ca— mmog

Security Groups

Status Checks || Monitoring ~ Tags

Elastic IPs elD 41646911 Public NS ec:
Placement Groups

Load Balancers

Key Pairs tate Public P &:

Follow the instructions to use the SSH 2 sciseipen

client and the pre-configured key pair to access the operating system.

Glossary & Abbreviations

Amazon Elastic Compute Cloud (EC2). Amazon Elastic Compute Cloud (Amazon EC2) is a product of the

Amazon Web Services that provides resizable compute capacity in the cloud. It is designed to make web-
scale computing easier for developers.

Amazon Machine Image (AMI). An Amazon Machine Image (AMI) is a special type of pre-configured
operating system and virtual application software which is used to create a virtual machine within the
Amazon Elastic Compute Cloud (EC2). It serves as the basic unit of deployment for services delivered
using EC2.

System Image. In computing, a system image is a copy of the entire state of a computer system stored
in some non-volatile form such as a file. A system is said to be capable of using system images if it can be
shut down and later restored to exactly the same state.



